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Úvod 

 

Konference Trendy a technologie 2024 je tradiční konference, pořádaná Katedrou technických 
studií VŠPJ již mnoho let. Cílem konference bylo zprostředkovat setkání významných zástupců 
průmyslu v Kraji Vysočina se studenty a akademickými pracovníky VŠPJ, a pomoci tak 
transferu informací o inovacích a trendech v průmyslu směrem ke studentům a akademickým 
pracovníkům VŠPJ. 
Konference Trendy a technologie 2024 měla za cíl pokrýt svým odborným zaměřením oblasti 
studia studijních programů Aplikované strojírenství, Aplikovaná informatika a Aplikovaná 
technika pro průmyslovou praxi. Příspěvky na konferenci tematicky spadaly do následujících 
sekcí: 

• informační systémy, řízení softwarových projektů, podniková informatika 

• big data, kyberbezpečnost 

• umělá inteligence, strojové učení 

• vývoj software, serverové aplikace 

• sítě a mobilní zařízení 

• průmyslová automatizace, Průmysl 4.0, robotika, mechatronika 

• CAD/CAE/CAM/PLM 

• aditivní technologie a 3D tisk 

• zpracování signálu a obrazu 

• technologie výroby, konstrukce strojů a zařízení 
 

Během konference se také představila Agentura CzechInvest v oblasti technologické inkubace 
a Agentura pro podnikání a inovace. 

Pro odborníky z praxe představovala konference možnost prezentovat zajímavou problematiku 
z praxe před studenty našich technických studijních programů, a podpořit tak jejich zájem 
o danou oblast, o techniku obecně a v neposlední řadě i o svou firmu. 
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Digital footprint in embedded systems 
Ing. Petr Bobčik, NXP Semiconductors March 2024 

Abstract 

Imagine that you touch an item, it leaves your fingerprints on it. The digital footprint is the same but in the digital 
world. You leave a digital footprint when you browse the internet, open the door by using an ID card or even when you 
use a passport with biometric information. This helps to identify both the user and the device itself. The problem is to 
provide a unique ID to exact user recognition. 

 
Introduction 

Nowadays due to the rising digitalization trend all documents and cards are converting into their digital form, such as 
driving license cards, credit cards and id cards [2]. This brings many possibilities for us. We do not have to remember 
complicated passwords, carry documents, or take money with us in fear that anybody will steal it from us. This 
digitalization is used by the government for faster identification and traveling would be much easier with a digital 
passport. One of these problems are digital footprints. 

The digital footprint is information related to a particular person or device, and makes it identifiable [5]. Containing the 
stored information, depends on what purpose the card was made for. Your ID card will store your identification number. 
In the case of a credit card your identification number will be stored together with bank identification, etc. As it was 
mentioned, the card itself is related to the person. This number is used to help identify a particular card and its 
associated holder. 

There are many applications such as government, security applications, smart homes, etc. [2] that use digital footprints to 
help you with your daily life or even to protect you as a user. One of the usages that can be useful is an airport. At the 
airport you must pass through a passport check, which can take a few minutes in long queues. With an electronic 
passport you just go through e-gate, where your passport is scanned and that’s it. Another example could be your 
company that is able to grant you access to restricted zones in the company just by using your ID card [6]. When your 
driving license will be digitalized the policeman loads data from your card and all records will be displayed in a few 
seconds. 

Another usage of the digital footprint can be found in embedded systems. It can be used in smart homes, 3D printer 
farms and other ecosystems used for automation. The goal is to use a unique ID number for all devices in the system to 
distinguish them from each other. With such a feature the user knows which device logs which information, which one 
has a problem or even which device did certain action. 

There are two main key factors to be done. The first factor is to keep your data secured as much as possible. You do 
not want to share any information stored inside the card with other people. So only authorized users, such as your 
company, government can access it. The second key factor is to provide a unique ID number to the card itself. Two 
identical ID numbers in the same company will lead to a problem with granting rights to the users. 

What we  have today 

Nowadays you can get ID cards with many types of security from optical markers (for example holograms, photo, 
signature, color shifting to make image tilted, etc.) to software security such as data encryption [1]. Data such as 
biometric information, images, ID numbers and many others are encrypted, mostly via embedded magnetic stripes. 
The most common ID card these days is the Smart Card. 

This type of card contains a microchip or memory chip. It is designed to save plenty of time by providing a quick tap-and-
sign experience. When the card is put at close distance from the card reader, it provides information that can lead for 
example to grant access. It contains a pair of digital certificates, stored for the security and authentication purposes and 
bound to the user’s identity. So, the security level is more than sufficient. 

Now let’s have a look at the unique number. Nowadays it is recommended to generate your ID number in one of three ways, 
such as random generated number (“pseudo” random), serial coded and coded way. The random way to generate ID 
numbers comes from mathematical algorithms and has no information about the person [4]. The serial part is generated 
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according to the order of the entry into the system, with the highest number assigned to the most recent enrollee. The last 
coded way contains information about the person, such as birth year, gender, nationality, etc. coded with certain digits 
[4]. The most recommended way is random, to keep security and privacy on top level. 

 

 
 
 

Figure 1: Structure of each method to make unique ID 

 

Providing unique ID numbers can be complicated for a big company, for national ID cards, such as driving licenses 
or even for banks to provide you a bank account. Nowadays it is normal that every user can have more than just one 
bank account. 

 
NXP solution 

The NXP company is the worldwide trusted leader in e-government services, providing tested secure identification and 
authentication solutions [2]. We work on electronic identity cards, health and social security cars, electronic pass- ports 
and electronic driving licenses. We work in cooperation with government authorities around the world to fulfill all 
standards and requirements. 

NXP is a leader in security - MIFARE is a series of integrated circuit chips used in contactless smart cards and 
proximity cards, but not only cards, lets focus on embedded systems. One practical example is the NXP i.MX RT 1064 
device. It is an ARM based crossover processor that operates up to 600 MHz, which can be used for designing 
industrial and IoT applications. One of its security features is the inbuilt unique device ID [3]. 

It is an unique ID among all NXP processors and it is inbuilt in the processor itself. Users can access that value and 
use it in their own projects. For example when the goal is to produce unique data from mass production IoT data, the 
unique device ID can be incorporated into that. This is the easiest way to make your data unique. 

The length of the unique device ID differs from the used processor. For example, the size of the device ID of the 
MIMXRT1064 is 64bits, for LPC55S69 it is 128bits long, etc. The following piece of code shows how easy it is to 
read such a deviceID from the processor. In this example the MIMXRT1060 CPU is used. 

Let’s focus on how such a unique id could be obtained and used when pro- gramming the application. 
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const char* get_rt1060_chip_unique_id(void) { const uint32_t uid_base_addr = 0x401F4000u; 

const  uint32_t  offset[3]  =  {0x410,  0x420,  0x430}; static char uid[32]; 

size_t uid_size; uint32_t word[4]; uint8_t byte[12]; 

for  (size_t  i  =  0;  i  <  3;  i++){ 

word[i] = *(uint32_t *) (uid_base_addr + offset[i]); byte[4*i  +  0]  =  (word[i]  &   0xFF000000)  >>  
24; byte[4*i  +  1]  =  (word[i]  &   0x00FF0000)  >>  16; byte[4*i  +  2]  =  (word[i]  &   0x0000FF00)  
>>  8;  byte[4*i + 3] = (word[i] & 0x000000FF) >> 0; 

} 

uid_size = sizeof(uid); buf2hexstring(byte,  12,  uid,  &uid_size); return uid; 

} 
 

To protect your unique device ID and make it unable to read it or even modify it for unauthorized users, you have 
many possibilities. You can sign your processor, so only authorized users will be able to modify the code and work 
with the processor itself. Another option is to turn on CRP (Code Read Protection) that uses a certain value that 
determines if the given flash memory area can be read by external devices to protect desired areas against reading. 

Conclusion 

Digital footprint is a device information to be used in many ways of human life, to help them in their daily life. The 
usage can be found in ID cards used to identify or authorize the user or even to identify the device. This means that 
the digital footprint is not used only for humans, but in embedded systems for devices as well. 

The information that is leaked out, such as ID must be unique for a given ecosystem, for example company, school, etc., 
otherwise the identification pro- cess will not work. The biggest goal is to keep the ID unique and safe against 
unauthorized usage. 

NXP semiconductors is a leader in security and producing processors such as NXP i.MX RT 1064. This is not only a 
powerful processor that can be used in many embedded system applications, but contains an inbuilt unique device ID. 
This ID is produced with the processor and can be read directly from the processor register and used in your application. 
The simplest way to make your mass production IoT data unique, is to combine it with the unique device ID provided 
by NXP processors. Users can protect it by signing the processor itself or use CRP (Code Read Protection) that 
protects a given register against unauthorized usage. 
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