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e Damn Vulnerable Web App

of Economics

m zamérné zranitelna webova aplikace

m pomoc dozvédét se o béznych zranitelnostech webovych
aplikaci

m interakci studenti ziskaji cenné poznatky

o bezpecnostnich zranitelnostech v realném svété
a hloubéji porozumi tomu, jak je Ize zneuzit
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DVWA - zranitelnosti

Brute force

Command injection

Cross Site Request Forgery (CSRF)
File inclusion

File upload

Insecure CAPTCHA

SQL injection (regular)

SQL injection (blind)

Weak session id

Cross site scripting (DOM)
Cross site scripting (Reflected)
Cross site scripting (Stored)
Content Security Policy bypass
JavaScript
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Burp Suite (Community Edition)

m softwarova bezpecnostni aplikace pouzivana pro
penetra¢ni testovani webovych aplikaci (PortSwigger)

m proxy intercept - zachytavani HTTP pozadavku
a odpovédi zasilanych mezi prohlize¢em a cilovym
serverem

m inspector - zobrazovani a editovani HTTP zprav
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el Brute force

of Economics

192.168.1.116,

Kali Tools ® Kali Doc Kali Forum
Burp Suite Co

(2 Burp Project Intruder Repeater Window Help
Dy R e e e e

N HTTPhistory  WebSocketshistory  Options

) ' Requestto http/192.168.1116:80
D Vulnerability: Brute Forward Orop
Instructions Login t n  Adions w

GET /wulnerabilities/brute/?usernane=adninpassword=abcslogin=Login HTTP/1,1
Host: 192.168.1.116
User-Agent: Mozilla/5.0 (XI1: Linux x86_64: rv:78.0) Gecko/20100101 Firefox/78.0

[Brueroce | admin { Recept Taxt/al pplscations XhenL +xaL 9y SCat 1o/ K0 0.5, 008 /v 4150

Adion | [ OpenBrowser

Usemame:

Accept-Language: en-US, en:q=0.5
Password: P quag -en: e

Command Injection & Accept-Encoding: gzip. deflate
—————————— . 7 Connection: close

CSRF Referer: http://182,168.1.116/vulnerabilities/brute/

S Cookie: PHPSESSID=62c4fnOscmpnbu7tleuqorr2h0; security=low
Upgrade - Insecure-Requests: 1

File Inclusion G 2

(nsecureCAPTCHA | More Information

eIGE
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® Command injection

Q'® -icronis

Ping a device
Enter an IP address: 1| pwd Submit

PING 1 (0.0.8.1) 56(84) bytes of data.

--- 1 ping statistics ---
4 packets transmitted, © received, 100% packet loss, time 162ms

Jvarfwww/html/vulnerabilities/exec
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8y i SQL injection

Vulnerability: SQL Injection

User ID: Submit

ID: 1° UNIOMN SELECT user, password FROM users#
First name: admin
Surname: admin

Ib: 1' UNION SELECT user, password FROM users#
First name: admin
Surname: 21232f297a57a5a743894a0e4a8011c3

ID: 1' UNIOW SELECT user, password FROM users#
First name: gordonb
Surname: £99318c428ch38d5T260853678922e03

ID: 1° UNIOMN SELECT user, password FROM users#
First name: 133
Surname: 8d3533d75ae2c3966d7e0d4fcc69216b
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File upload

Vulnerability: File Upload

Choose an image to upload:
Browse... No file selected

Upload

../../hackable/uploads/legitfile.php succesfully uploaded!
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Zpétna vazba od studentd - klady

Pouziti DVWA se osvédcilo.

Co se studentdm libi?

(vybrané odpovédi)

m MUzeme si vyzkouSet hackovani
(eticky).

m Vidime na vlastni od¢i, jak Ize
(snadno a uspésné) zautodit na
webové stranky.

m MlaZeme zkousSet jiné zpUsoby,
jak stranku hacknout.

m Mdzeme hledat feSeni svym
tempem.
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Zpétna vazba od studentl - zapory

Co se studentdm nelibi?
(vybrané odpovédi)

m Nékteré Ukoly bez napovédy
nejdou vyresit.
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Zpétna vazba

Co se studentdim nelibi?

(vybrané odpovédi)

m Nékteré Ukoly bez napovédy
nejdou vyresit.

m Zabere to nékdy cas, nez
pochopim, jak provést utok.
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Co se studentdim nelibi?

(vybrané odpovédi)

m Nékteré Ukoly bez napovédy
nejdou vyresit.

m Zabere to nékdy cas, nez
pochopim, jak provést utok.

m Musime znat dalsi véci, které

s (webovou) aplikaci souvisi
(sité, OS, JavaScript, ... ).
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Zpétna vazba od studentl - zapory

Co se studentdim nelibi?

(vybrané odpovédi)

m Nékteré Ukoly bez napovédy
nejdou vyresit.

m Zabere to nékdy cas, nez
pochopim, jak provést utok.

m Musime znat dalsi véci, které
s (webovou) aplikaci souvisi
(sité, OS, JavaScript, ... ).

m Nejde nic hacknout.
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Hlavni vyhody

m Ziskani a pochopeni souvislosti
u ur¢itych zranitelnostech.
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Hlavni vyhody

m Ziskani a pochopeni souvislosti
u ur¢itych zranitelnostech.

m Prohloubeni znalosti student(.

00:00:00 Remes, Beranek, Fiala ZkuSenosti s DVWA ve vyuce BIS (83%)



Ekonomicka

Hlavni vyhody

m Ziskani a pochopeni souvislosti
u ur¢itych zranitelnostech.

m Prohloubeni znalosti student(.

m Obsazeny zakladni ulohy pro
etické hackovani.
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Hlavni vyhody
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m Prohloubeni znalosti student(.

m Obsazeny zakladni ulohy pro
etické hackovani.

m Studenti mohou zkouset a
trénovat nejen ve vyuce.
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Hlavni vyhody

m Ziskani a pochopeni souvislosti
u ur¢itych zranitelnostech.

m Prohloubeni znalosti student(.

m Obsazeny zakladni ulohy pro
etické hackovani.

m Studenti mohou zkouset a
trénovat nejen ve vyuce.

m Lze nastavit rGizné Grovné
obtiZznosti.
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Ekonomicka
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00:00:00

Questions & Answers @

Radim Remes, Ladislav Beranek, Jan Fiala
inrem®jcu.cz, beranek®@jcu.cz, fiala@jcu.cz
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